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Streaming Statistics An IT-security friend of yours wants a high-speed algorithm to count the
number distinct incoming IP-addresses in his router to help detect denial of service attacks. Can
you help him?

Multi-Set Hashing A multi-set is a set M , where each element may occur multiple times.
Design an efficient data structure supporting the following operations:

• add(x): Add an(other) occurrence of x to M .

• remove(x): Remove an occurrence of x from M . If x does not occur in M do nothing.

• report(x): Return the number of occurrences of x.

Dense Set Hashing A set S ⊆ U = {0, . . . , u − 1} is called dense if |S| = Θ(u). Suggest an
efficient dictionary data structure for dense sets.

Graph Adjacency Let G be a graph with n vertices and m edges. Give an efficient represen-
tation of G that supports the following operation:

• adjacent(v, w): Return true if nodes v are w are adjacent and false otherwise.

Simple Hashing A friend suggest the following extremely simple hash function given by h(x) =
x mod 2k for some integer k > 0. What is the (big) problem with this hash function?

Perfect Hashing with Near Universal Hashing Show how to make an efficient static dic-
tionary with a near universal hash function.

Ordered Chained Hashing Suppose we modify the chained hashing data structure by keeping
the linked lists sorted according to their keys. How does this affect the performance of chained
hashing?

Set Operations Given sets S1 and S2, show how to compute S1 ∩ S2, S1 ∪ S2, and S1\S2

efficiently.

Mandatory Exercise: Fully Dynamic Dictionaries Remove the assumption on the dictio-
naries that |S| ≤ N and we can use O(N) space. More precisely, solve the following two exercises:

1. Given an initially empty set, show how to support insert and lookup, using O(n) space,
where n is the size of the current set. Any sequence of m insert and lookup operations
should take expected time O(m).

2. As before, but now also with the delete operation.
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